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ABSTRACT

Recently advanced security threats have increasingly occurred, and the necessity and
importance of Information Security has been growing with the advent of the era of convergence
beyond information-oriented age. Most domestic studies in the field of occupational
classification of Information Security have only focused on technology-oriented occupations.
Relatively little research has been carried out on the occupational classification in the view
of convergence environment. Therefore, in this paper we gave a definition of Information
Security occupations, classified them and draw required capabilities by occupations in order
to design the occupational classification system of Information Security and the required
capabilities for future convergence environment by analyzing the previous studies.

We also reclassified the occupational classification and required capabilities by occupations,
and verified the validity of them based on National Initiative for Cybersecurity Education’s
the occupational classification system of Information Security considering the future convert—
gence environment. It is expected that the results of this study will be employed as base
data for manpower demand and supply and improvement of working conditions in the future
convergence environments. In the future study we will build standardized instruction methods
which provide occupational capabilities by using the required capabilities by occupations.
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(Figure 1) A Methodology of Information Security Occupational Classification

System and Required Capabilities
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(Table 1) Design of Information Security Occupational Classification(Step 1)

Human Resource

Kim and Bakc[7] Development Service |Homeland Security[12] NISTI[11] Mapping
of Koreal6]
Chief information Chief Information Chief Information Chief Information 0
SeCurity Manager | Security policy officer Officer(CIO) Security Officer
Information Security
Information Security | Information Security Security Program Policy Manager 0
Manager Director Director Information Systems
Security Manager
) ) Auditor Certification Agent
IT Security Observer/| Information system — -
Risk Manager Auditor Certified Computer |Information Assurance 0
Examiner Manager
Personal Information Chief Risk . .
Security Expert. Developer Officer(CRO) Cyber Security Officer X
T System Operation . Digital Forensics Information Security
and Maintenance Security Researcher X
Analyst Program Manager
Expert.
Computer System Digital Forensics Security Trainin,
IT Security Expert | Design and analysis & . y. e X
Engineer Coodinator
Expert
Digital Forensic Network System Cyber Security Officer| Incident Analyst X
Expert. Developer
IT Security Technician| Security Engineer Enterpg;feicsrecunty Incident Handler X
of Knowledge(EBK)[8]o| &= ‘Chief Infor- AdTo 2 BFATh I Ay ‘HgH
mation Officer(CIO)’, National Initiative for Y AJwd) ‘Btz A TS
Cybersecurity Education(NICE)[13]ol| 41 ‘Chief B ¥3eleE HokAa" Aol A<
Information Security Officer & 2zt ¢17-n}t} TS EE&31a, ‘Hok TA], ‘Hek AP 29
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(Table 2) Design of Information Security Occupational Classification(Step 2)

Group Standard Occupational Classification
Research
Security Product Design
Development Realization
Security System Installation
Development Research
Security Program Design
Development Realization
Installation
Security product/Service sale
Security product/Service operation
Emergency Response Secur%ty Contrgl -
. Normal Security Investigation
Information i . Security Technology | Vulnerability Analysis
Secuqty Securlt_y Cpnsultmg Consulting Penetration Testing
Occupational (Examination) - -
Classification Security Management Consulting
. . Security Technology Education
Security Education - -
Security Management Education
Security Product(Technology) | Information System Security Inspection
Certification Evaluation Security Management Certification Evaluation
gz&gzitﬁanﬁgjﬁjggn Security Management Certification Evaluation
. . Security Manager
Security Management Security Worker
Personal Information Protection
Specialization Financial Information Protection
Medical Information Protection
Industrial Information Protection

Occupational Classification
Related with Information

Risk Management(including finance)

Prevention of Disaster

System Operation/Maintenance

Security Information System Supervision
Security Guard

Al AR A A = 28 Ao A &S A 5 W AT T ARk AHTS AEjA 79k
WE AT A %S vhoR AR AE  FRs FROIEANSOD BRI
i, 2R3l E Akl A5S AAsaTk R uko 2 ] MA dAdA e, HE AF
ol Fd v AYue dAEE 71 4 o] ghn ¥l At A L& o RE APAT
AsE S8 TsIA L A Aol A= £ At HE e AJ@) AAE
B, 71 Al A AQas F7tske] A3k HolH & 7 AYdat~ A Ao~
A TY <AE SEkch 3k AHE gPA g o7 HHF A



g §EEA 7vte] FRES AP AA 207

(Table 3) Design of Information Security Occupational Classification(Step 4)

Similar Previous Research
Standard Occupational Classification | Occupational
P Classli)fication [7] (6] [12] [11]
Cryptography
R&D
Research Research
Enterprise | Information
Developer Security Security
Architect Architect
Computer
System Security Security
. Designer Architect Architect
Design and Analyst
. Security
i?lqatllggnents Solutions
Architect
Security
Analyst
Developer Developer
Security Security Realization IT Network
System Device Security | System
development | Development Technician | Developer
Application
Security
Tester
Security
Quality
. Engineer
verification Security
Test =
(Test) Quality
Assurance
Engineer
Testing and
Evaluation
Specialist
. . Security
Installization Eecqnty System
ngineer Engi
ngineer
olFA 4GAR ARRT AT AAS A 9 ARE st ‘SW RA/AA ARy
Aol AL HelE AH F B0 Aun ALYTES SW RA A8S} A2 SW A
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(Table 4) Analysis Results of Previous Research

Occupational
Classification

Required Capabilities

» Awareness of possible security threat in present or future.

Security * Appropriate knowledge repository skill and suitable ability about specific application program

Provision or environment.

* Ahility which is applicable to developed security system in customer environment.

» Identification/derivation(recognition/classfication) of System/Network security threat(vulnerability)

Protect and |+ Knowledge about penetration testing rule/device/skill
Defend » Knowledge about general offensive tactics, skill, process in responsible allocation.

(historical nation tactics, Skill and process, New function etc.)

* Skill which can identify and derive from medicolegal interest data in various media.

Investigate |+ Device structure of digital forensic/Utilization ability of supporting program

* Identification ability about abnormal behavior according to information type.

Collect and (event) device.

* Collection/Integration/Interpretation ability of related information utilizing various security

Operate » Cognitive technologies/Utilization ability of reverse engineering/obfuscation

* Encoding algorithm knowledge(IPSEC, AES, GRE, IKE, MD5, SHA, 3DES)

» Standard knowledge(procedure) related with security system reliability/performance

Analyze » Knowledge about requirement of internal expert system for safety, performance and reliability.

* Performance competency of risk management(assessment) related with business procedure.

Operate and
Maintain
(Management)

» Knowledge about basic system and operational system solution related with problem.

* Knowledge about risk threshold/management procedure(methods)(utilization ability of analysis
equipment for Vulnerability Identification)

* Skill which deign the measure about identified security risk

Oversight and
Development

* Knowledge about new information technology/security technology(risk/system)
» Knowledge about access control of policy—based and risky acceptance
+ Construction/Role/Responsibility of the response system of Organizational security accident.
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(Table 5> The Derived Results of Required Capabilities by the Information Security
Occupations

occupational
groups

Required Capability

Security
Provision

» Awareness of possible security threat in present or future.

* Management of life cycle for obtaining security system Availability/reliability

» Competency about security system design/skill/development

* Framework of security system quality verification(performance measure/revision)

« Ability which is applicable to developed security system in customer environment.
* Collection of network traffic/Competency of filtering analysis

Protect
and
Defend

* Knowledge about method/procedure/skill of collecting information/generation/report/share

» Knowledge about Various cyber attack(tactics/skill/procedure)(Passive, Active, Insider,
Close-In, Distribution)

» Identification/derivation(recognition/classfication) of System/Network security threat(vulner-
ability)

» Knowledge about penetration testing rule/device/skill

» Establishment of system/network emergency plans/recovery ability of security accident
(disaster).

Investigate

* Information theory/knowledge about extracting information

* Identification ability about abnormal behavior following information type.

« Extract/analysis/utilizing ability of memory dump(debugger result) for extracting information

» Tool structure of digital forensic/utilization ability of supporting program

* Skill which can identify and derive from medicolegal interest data in various media.

« Ability of electronic evidence collection/packing/transportation/storage for protecting
information change/loss and physical damage/destruction etc.

Collect
and
Operate

* Collection/integration/interpretation ability of related information utilizing various security
(event) device.

* Ahility of decoding/analysis/interpretation about electronic signature/malignant code/
volatility data etc.

« Ahility of Cryptography/encoding algorithm knowledge/realization

« Cognitive technologies/utilization ability of reverse engineering/obfuscation

* Knowledge about hacking method in various operation system

* Technique tracking and analyzing legal/technical trend which can affect cyber activities

ol

Analyze

* Standard knowledge(procedure) related with security system reliability/performance

» Competency which can assess security system suitability/ruggedness/integrity

» Awareness of recent industrial trend about security system detection/supply etc.

* Standard knowledge(procedure) related with Security management Procedure/system

« performance competency of risk management(assessment) related with business procedure.

Operate
and
Maintain

* Control method of risk acceptance based on security policy

* Knowledge about risk threshold/management procedure(methods)(utilization ability of
analysis equipment for Vulnerability Identification)

* performance ability of response procedure according to security accident

* Security system construction/operation(utilization)

* Knowledge about security system construction rule and response method

» Knowledge about operational information assurance principle and security requirement

* Ability which design policy reflected in operational security purpose.

Oversight
and
Development

» Knowledge about new information technology/security technology(risk/system)

» Knowledge about legal governance related with business

* Knowledge about external organization(academic institutions) dealing with cyber security
problems.

» Construction/Role/Responsibility of the response system of Organizational security accident.

» Awareness of international cyber information security trend




212 @=AAAHY A A204E A1

fol

gos = AYEFAAE 289
TS AETE s E T ] AERTA
AR Afetes dedges dgsta 7]
& Aol AN A FA Frrejord
AFs EEsto] FFstch 1 A, T7HA
A E it 6709 BQAFE w5t
<Table 5>9} & NICE 714 HHEE 7
dod Ao Fgs EEstt

4. 42 =

rity Provision(7]#) 2l g tol] 285 = 24
L CHOHAE Ry, SW A/ AA AR,
‘SW PEAY HRbAE 7]=Al, ‘SW HZE
A (EE B A, HeHE Vedde
ZdEo] xgH dos F9 dgoRE

QA T WA P RSl el e
' WObA 2 A/ E A B 1S
7] B, BIEA 2 A7)/ Aol

’
e SF, ‘B 2" FERTH TSR
)

[e}

=R

‘Security Provision’ ¢ 3l

67) Aol st E3tE = AY
g B 4A B2 Q0

olglgt ArAdE v §FE ol 29t
ARRST e £ A 2 AN E
AT 712ARE AHEetaL, FF AHRS 4
Aol oieh Wae AARFAAL AT
d P e qFs o8t sd Helwel Ao
g FFAR JEs JTHoRE 58 9
T REshy g FUYHS wsed &
gato] we] FRIAl A FRRST 2l
el T84 Zos vEd F A
Aoz 7t

(Table 6) The derived Results of the Occupational Classifications and Required
Capabilities by the Information Security Occupations Based on NICE

Occupational . .
No! Groups Occupation Necessary capability
Security Product Developer » Awareness of possible security threat in present or future.
; ; * Management of life cycle for obtaining security system
SW_Analysis/Design Expert Availability /reliability
Security | SW Developer + Competency about security system design/skill/development
1 Provision < - - * Framework of security system quality verification
Security Product Engineer (performance measure/revision)
SW Test Engineer(Quality Manager) | Ability which is applicable to developed security system in
customer environment.
Security Product Sales Engineer « Collection of network traffic/Competency of filtering analysis
Cyber Security Controller « Knowledge about method/procedure/skill of collecting
(Security Controller) information/generation/report/share
Vulnerability Analvst * Knowledge about Various cyber attack(tactics/skill/procedure)
Protect uinerabiity Analys (Passive, Active, Insider, Close-In, Distribution)
2 and Simulation Hacking Expert « Identification/derivation(recognition/classfication) of System/
Defend Network security threat(vulnerability)
» Knowledge about penetration testing rule/device/skill
CERT Expert * Establishment of system/network emergency plans/recovery
ability of security accident(disaster).




Cyber Crime Investigator

« Information theory/knowledge about extracting information

« Identification ability about abnormal behavior following
information type.

« Extract/analysis/utilizing ability of memory dump(debugger
result) for extracting information

« Tool structure of digital forensic/utilization ability of supporting

3 | Investigate
program
« Skill which can identify and derive from medicolegal interest
Digital Forensic Expert data in various media. ) ) i
« Ability of electronic evidence collection/packing/transportation/
storage for protecting information change/loss and physical
damage/destruction etc.
* Collection/integration/interpretation ability of related information
utilizing various security(event) device.
Cryptography Expert « Ability of decoding/analysis/interpretation about electronic
Collect sigﬂature/malignan‘t code/ V(_)latility (_iata etc. o
4 and . Ab]ht'y. of Cryptography/er}(':odl.ng algppthm lmowledge/r@ahz@on
Operate « Cognitive technologies/utilization ability of reverse engineering/
obfuscation
Malware Analyst « Knowledge about hacking method in various operation system
» Technique tracking and analyzing legal/technical trend which
can affect cyber activities
Information System Supervisor » Standard knowledge(process) related with security system
Information System Security Inspector {eliability/ performance .
Security Product Certification Expert ) Lqmpg‘t_ency which canl assess secunity system
suitability/ruggedness/integrity
5| Analyze Security Management Certification Expert| ?wartgngjs of 1recetnt industrial trend about security system
. . ~ . etection/supply etc.
S‘ecun.ty Technology Consultant « Standard knowledge(procedure) related with Security
Security Management Consultant management process/system
Cyber Security Controller(Security | * performance competency of risk management(assessment)
Controller) related with business process.
Knowledge Manager * Control method of risk acceptance based on security policy
» Knowledge about risk threshold/management
DB Security Manager procedure(methods)(utilization ability of analysis equipment
for Vulnerability Identification)
Information System(Network) « performance ability of response procedure according to security
Operate | Manager. accident
6 and « Security system construction/operation(utilization)
Maintain | Security System Manager. * Knowledge about security system construction rule and
response method
Personal Information Security Manager | ® Knowledge about operational information assurance principle
and security requirement
. . « Ability which design policy reflected in operational security
Security Manager. purpose.
Security Management Director
law—-abiding monitor
Security Education Expert * Knowledge :_jlbout new information technology/security
(Change management Expert) technology (risk/system) . .
Oversight [ g — y * Knowledge about legal governance related Wl.th‘ bu;mgss
7 and ecurity Prosecutor/Lawyer . Kno_wledg_e about extemal organization(academic institutions)
Development | Personal Information Security Manager dealing with cyber security problems.

Chief Security Manager
(Security Strategic Expert)

Security Professor/Reporter

International Security Expert

« Construction/Role/Responsibility of the response system of
Organizational security accident.
» Awareness of international cyber information security trend
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