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ABSTRACT

Although three types of the information security measures (technical, physical and
managerial ones) are all together critical to maintaining information security in the
organizations and should be implemented at the same time, this study aims at providing
theoretical basis of establishing and implementing effective managerial security measures.
The rationale behind this research objective is that it is very important to effectively perform
the managerial security measures to achieve the target performance level of the technical
and the physical security measures because main agents of practicing the information
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security measures in the organizations are staff members even though the technical and
the physical ones are well constructed and implemented.

In particular, this study intends to develop and propose the theoretical model applicable
to providing the way of improving organizational members’ intention to use information
security technologies since the very intention to use them is essential to effectively establi-
shing and promoting managerial security measures. In order to achieve the objective of
this study, the factors critical to influencing upon the intention to use information security
technologies are derived through systematically reviewing related theories and previous
studies, and then the research model and hypotheses are proposed by logically reasoning
the casual relationship among the these factors. Also, the empirical analyses are performed
by conducting the survey of the organization members of domestic large companies and
analyzing the structural equation model by PLS (Partial Least Squares) method. The
significant results of this study can contribute to expanding the research area of managerial
information security and can be applied to suggesting the practical guidelines for effectively
establishing and implementing the managerial security measures in various organizations.
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5.1.2.1 &= E}=H (Convergent Validity)

(Table 1) The Result of Reliability Testing

Variable No. of 1I\£Ieerzjlssurement %ZEIEEIS Ave;:':iitera\cfta;lance Cronbach’s a
Intention to Use 3 0.879 0.708 0.794
Threat Severity 5 0.934 0.739 0.915

Threat Susceptibility 5 0.850 0.533 0.791
Subjective Norm 3 0.919 0.791 0.868
Technology Awareness 3 0.900 0.749 0.833
Perceived Usefulness 5 0917 0.690 0.886
Self-efficacy 4 0.935 0.785 0.904
Controllahility 3 0.895 0.740 0.825
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5.1.2.2 = EftM (Discriminant Validity) A (BootStrap) S AH&-3sHAtE o] PLS w49
A= A2 A5 (Path Coefficients)= A A skt
BEATY 948 AT 2L A FAEAE
AHJA o2 AAete] FA = ¢47] wite|t)
ExEdold =14 YA dolE dellA A
FE3 A HolHT o2 4] HolHE F2

HI 2] 7 & weith PLSE 488

XH S
dings) 2.t} 7ok spm, 7t W] Ak
Z(AVE)7Le] #l3(Square Root)o] &= W
T o HEE 1Y AT R B A ol

ATLEN = F2 50070 ~1,000718] A B4
of SttH15]. &R14 8 R1EA] Aol A YL Te)o Eabe] 71Ae] o)L A=s B
wol A ATH SAAEEE AAT] L gqoe 5079 AnAEYe Ba) A=
Al A 89 ARG 2 AT g g 54 foge AFs90
ERutS Rk ofu e} of#f o] <Table 2>l A K AZATE <Figure 259 2ol UEhdT)
= vkt o] 2 Wl vz AVES] Al PLS #4e] A7z ehd A2oA4 % #
gkl tizhad el JskAl FAIE ghsol v o AZANE WMiwz Aruy Aun
vt AT fRT BE 2SR opjs gl digk 28 1Y £70] B
Uehdoma 7t Bl SHAREe] Wi 52 Z 224 ) 2977} AHHI|E AL
Ehgadel suds Sl 5 Ao ol tat ol FabA =70 B (H),
ZATFAALE AHRE 7]Eo g 22
5.2 #ZUAEA B 24 Znt FrH2)H 7= 84 AATFEe] =5
FE(H3) 183 HREL]E Aol ujd
PLS Ao A vehd R EM]% 80 ANZE, S A7) & gol AErEHL) 27
et ATFEEHA AEAGE tg 794 THAEY] FRE|E ARG A7} Eol
AsE 3l 7MdES sk Sl FEXE o] FAALE FoHo R YT 1L
(Table 2) The Result of Discriminant Validity Testing
Variable BI TSE TSU SN TA PU SE CTR
Intention to Use (BI) 0.841
Threat Severity (TSE) -0.010 | 0.859
Threat Susceptibility (TSU) 009 | 0599 | 0.730
Subjective Norm (SN) 0.516 0.023 0125 | 0.889

Technology Awareness (TA)| 0361 | 0057 | 0103 | 0266 | 0.865

Perceived Usefulness (PU) 0364 | 0026 | 0074 | 0234 | 0201 | 0.830

Self-efficacy (SE) 0491 | -0147 | -0115| 0451 | 0297 | 0160 | 0.886

Controllability (CTR) 0378 | 0227 | -0165 | 0373 | 0308 | 0181 | 0770 | 0.860
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Security Threat Social Atmosphere Security Technology
Use
Threat | H6 Subjective
Severity -0.080 Norm
N
A\ Security Technology
2 Understandin
e u
Technology
Awareness
§5 Perceived Intention
> Usefulness To Use
) : Perceived
Behavior Control
Threat H13 )
Susceptibility -0.042 q Self-efficacy
Controllability [

t > 1645, p < 0.1; 7t > 1.965, p < 0.05

t > 258 p < 0.01.

(Figure 2) The Result of Structural Equation Model Analysis

B &87t5A BTE 5 JEREIY
%9 85 9 FAVFsA(HD)S FHHESE A}
oo ot FFE T4 Kope o=
vebstth el AR Bek e A4S
A A EFEZ AR HSE 740 gk 214
FEMHDNY 84 AAZ(HR)7F SropA =
o] a1, AR E7E] Y A7 &%
ZHHYE= SolA = Zo] BAXCR foj3}
A Vb BhE g1 B ek gl gk Sk
THTEH)N = A7 Al A
Z Foe JFE FA Kohe Ao YEY
o} ¢, AR 99 HAVFEA, 5 A9
Aokl QAT =ETE AR EAME
of tig FHH FHFEHI0S SolAY

Auueh) g BE QA EHON F

A FEHI S o o] FAH

Fol5h Lhehd e gaer

A7) U = SAA L.
al

F 74 e Ao

P

ol e ArAT el Aol <A 7H
AT A3k a.ofste] AAjshd ofef o] <Table
>3 Zom ARy o 23+ 13789 7+

AE F 8709 71 (H1, H2, H3, H4, HS, HI,
H10, HIDe] Aej=iom 3719 7Hd(H5,
H6, H13)& EAIA o= frefAo] glo] 7]7ty]
AL, %ﬁl@g; Folst7]= EM kA o]
AR o] YeRd 2719 7H(HT, HI2) % 717}
=g
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(Table 3) The Result of Hypotheses Testing

Hypothsis Path coei?igilent t-value gﬁ?g;%nr{
H1 Subjective Norm — Intention to Use 0.300" 6.083 Adopted
H2 Technology Awareness — Intention to Use 0.162™ | 4550 Adopted
H3 Perceived Usefulness — Intention to Use 0222 | 6228 Adopted
H4 Self-efficacy — Intention to Use 033%™ | 5167 Adopted
Hb5 Controllahility — Intention to Use -0.082 1.452 Rejected
H6 Threat Severity — Subjective Norm -0.080 1.251 Rejected
H7 Threat Severity — Technology Awareness -0.185™ 3.340 ( Opplj)gfe(:tle{is 0
HS8 Threat Severity — Perceived Usefulness -0.110" 1.745 Adopted
H9 Threat Severity — Self-efficacy -0.121" 2952 Adopted
H10 Threat Susceptibility — Subjective Norm -0.173"" | 264 Adopted
Hi11 Threat Susceptibility — Technology Awareness 0.214™ | 3.669 Adopted
HI12 Threat Susceptibility — Perceived Usefulness 0.139" 2.033 ( Oppf){:ijte;t;cc}s al)
H13 Threat Susceptibility — Self-efficacy -0.042 0.743 Rejected
t > 1645, p < 0.1; 7t > 1965, p < 0.05 "t > 258, p < 0.01.
6 4 = 4 A wddoR FHsel ATnge
TS 13709 AT EEES)
NS Auneh B AT 71EH A7Rg 0 s U 42 A A
el B4 notel Zule] Fx gEn R 4UL 96 ANuEATL B 9%
of gkom AujH oz #elA Hetof g A of il Ay oz F S5 2 B AHA
e nAe 22 VBT Tk B8, BeA  HIAY, G A &3 gl 2
Hotgded F Jfele] AR H|E Abgo| Fabe AYES o 2R FE38HY o5
3k e = AT gL njAs AEol bl o ek AEARE AAESIT AR
o pe guncl 90 7 ApEe W AR BARAYE B W5E E@dia
2 S5 98 £ d7E 2ATAE9E ATH TEE © o]2H] Ry FAHRY
AR RO7|&] AR e S HAE @ o A A B ek=d A 2
=S AAA ) B oR TE5y) Y3t 2 A6 (PLS: Partial Least Squares)ol] 2| gt
of 71&9] 71Egdd AAE Ak o] E4 B T2 2 2 (Structural Equation Model)
& L FAol JHRERE Fope] 54 471l <JstaL, o1& 918 Smart PLS
Ao kel dl 2= 9l o] 2A 2AZ Snal V20 M3 & EgolE ARSI
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