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ABSTRACT

As a reinforcing strategic-alignment of IT business, Financial Service becomes more rely
on IT systems. It needs to continuous information security activities to provide a secure
and reliable finance service. Performance measurement of information security activities
can be useful for decision and management support. The purpose of this study is to derive
CSF(Critical Success Factor) and KPI(Key Performance Indicator) based on K-ISMS,
Financial IT Information Security Standards. Providing a rationale can be used to determine
key performance indicators, which are utilized as basic data for establishing security policies
for financial IT security competency.
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IT Sector Performance Indicator Researchers
Customer Satisfaction
Software Productivity Kraut[16]
Software Quality
Warranty costs
Software Productivity
Software Cost—performance
Development Despotic quality of products Haleyl[5]
Profits by other operations
Profits by staff
Predictability
Software Productivity
Put effort/cost/defects/quality/duration Park[24]
ICT
(Information and | An Evaluation Method for R&D Projects in
. o L . Lee[18]
Communication Telecom—- munication and Broadcasting
Technology)
Degree of compliance with governance Posthumus([25]
Achievement for Security objectives Martin[20]
How to develop performance measures defined NIST[21]
Information Measuring the level of information security model
Assurance and Lee[17]
. . development
Security
Dynamic Sensitivity Level Measurement for Privacy
. Jang[9]
Protection
Employee’s Deviant Behavior for Improving Kirm[14]
Efficiency of Information Security Governance
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(Figure 2) Correlation Analysis on Security Control Areas



132 1A A 21188 #|3%

7 Aol st RlarE)ol o e A
2L AFHAATL o DA HolJE=AE HoFET
[13]. 2o AR Sl ol st AadS
AR wiBe A2 <Table 2>9} o] A
o, A 7 B A4 F A (CSF)

of T 8elnT 8L U & Utk

il

APA AT <Table 2>0l4 ‘a7 2
A A2 TTA8 9 29, TTH A4
of Al 7FA G o] oA ol B FFS F
A= HAAFLCSF) o2 A E), v
F7F Aha afe] frofaA] e A o, At
A 77t BE5E T3 (Compliance) ol H.rh
e s = 5 e dHoEA HriE,

<Figure 3>& <Table 2> 4 21dd 49

370 el disl Al~gltoluyiRl A~ 7]
31 7 2FA) = (Strategy map)2] & El|S!
A &= (Causal map)Z <Figure 3>3 72
aY e A A EE BHAE

WA 9] 370l 94

r
fy po o

2917 K-ISMSell @
o] 7N Geel mE

(Table 2) CSFs(Critical Success Factors) Based on the Correlation Analysis

Security Control
IT BSC . . . Number of Areas :
Approach Finpatel 1 Secnily Contiol [faitors Relations(N) CSFs (Critical
Success Factors)
Contribution to Administrative
business Human Resources and Budget 2 Area :
performance Policy
Vulnerability Analysis, Evaluation 2
IDC Protection and Countermeasures 1
. . Technical Area :
User—oriented Terminal Protection Countermeaures 2 IT Sector, Technical
nature and IPS(Information Processing Systems) 3 Security Controls
operational Protection Counter Measures
efficiency Hacking, Incident Protection Countermeasures 5
IT Planning and Operating 4
Administrative
IT Internal Control 6 Area :
E Pl d Continuit 2 IT Sector, Internal
Response for the | Emergency Plans and Continuity ot
.. ontro.
Continuity Incident Response 1
Total 28
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4. AIA % =& T 10709 & 4270 SAZEEE 7PLsisih

4.1 E=29| §4 4.2 ME|ZEAM
TEIT ARR A/, A7 3 frad SHHR A F4E flal 327K @l
Z18s e s F 3BHe Aesiitt 4% djst 2015 Ao Cronbach’s alpha) A7} 0.6
Mde vl 2o Aed 5ol SuA7E Rkl Aol aid =2 frofshA] e AL
7t el tisto] frARE = SkEAE AT 2 IHskSith <Table 3>& SHHFA F
sh= Q] WA e/ ¥ (internal consistency 2N B3 oA A goo] A AW @
method) &2 ZAS 3313t 2171 E(Likert) AAZN T AHAA G ‘A 29127
74 HIEE o]gste] 87 FRAJHH| e o) o 22 H g9 oAt 20N, 244
A - 244 FHo] SHATE 24, T5H Fqe] RNAME R QRIS el el &

‘Self Development -Reliability Analysis

(Table 3) Reliability Analysis on Statistical Data

Scale Mean if Scale Variance Iionl;r_e;ijl Cronbach’s Alpha if
item Deleted if item Deleted . item Deleted
Corelation
Ix-H4-SD1 8.6061 9.746 443 730
[-H4-SD2 9.6364 5176 783 .246
O#x-H4-SD3 87879 8.047 439 740
‘Communication -Reliability Analysis
Scale Mean if Scale Variance Iionlie,;gi;ll Cronbach’s Alpha if
item Deleted if item Deleted . item Deleted
Corelation
I-H7-CO1 19.1875 9.254 310 622
I-H7-CO2 19.3750 9.274 527 .523
[-H7-CO3 19.1875 9.770 434 .563
O-H7-CO4 20.2188 9918 208 676
O-H7-CO5 19.9063 8.217 536 498
‘Incentive’ -Reliability Analysis
Scale Mean if Scale Variance Itceonl;r—e’([:‘t)et(il Cronbach’s Alpha if
item Deleted if item Deleted . item Deleted
Corelation
I-H8-INC1 89355 5.262 .368 750
O-HB8-INC2 89032 4624 612 432
O-H8-INC3 9.1290 4.849 517 .5563

* 1: Individual, ™ O : Organization, SD : Self Development, CO : Communication, INC : Incentive.
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670¢] =35 717tk 1 9o 26709 & o] &= A B o] 8Rlo R Z4317] 98]
gol| diaire A% #AZANE &0 Q90EA S St} 291%M (factor analy-
AuHAFE 06 oo Aesi sis) Hlo]ES4(data reduction)E E3}¢]
BAERE FEH 02 AHEE F I ah= B4

4.3 QOIEAN of &7k FAAAE v R Al W
AE Hde st fdlew FEHUe F

A A oji o] ME Wit ¥ A o] tH30]. <Table 4> 2918419 4

(Table 4) Factor Analysis

Correlations
1 2 3 4 B 6 7 8
O-H2-CM2 .880 138 A7 -.059 157 -.109 -.160 .048
O-H2-CMb5 .845 -.119 026 178 .000 315 -.099 105
O-H2-CM4 812 -.110 028 129 118 336 126 109
O-H1-PM8 .7155 374 -.070 051 238 270 071 -.066
O-H1-PM4 .729 403 =217 096 .308 -.136 115 077
O-H2-CM3 .27 301 -.273 133 -115 327 198 .009
O-H1-PM5 .606 49 -.150 A11 329 -.312 -.050 231
O-H1-PM6 .540 190 -.343 -.368 311 295 .090 -.181
O-H2-CM6 -.031 .899 103 .089 -.168 -071 -.201 132
O-H1-PM9 111 .869 167 033 082 061 024 -.093
O-H1-PM7 378 .690 -190 -.310 094 .362 -.086 138
O-H2-CM1 262 .660 232 085 468 035 033 -.007
O-H1-PM3 335 .535 -.328 -.009 193 058 092 461
[-H5-WP1 076 037 .848 -.240 221 -.156 026 219
I-H6-WAZ2 194 036 .846 091 120 025 101 -.138
I-H1-PM1 .009 094 827 150 -.118 -.048 139 -.259
[-H6-WA1 -.012 100 .630 142 002 216 465 A45
[-H3-WAT2 134 145 0% .861 232 021 139 .100
[-H3-WAT1 141 -.131 -.093 .758 .349 371 -102 145
O-H1-PM2 192 093 038 310 780 .169 158 013
[-H8-INC1 214 045 183 199 7135 238 -.079 256
O-H2-CM7 352 17 -.022 069 242 .820 088 124
O-H4-SD3 297 -079 -.093 A28 288 .631 -105 190
I-H7-CO1 047 -.398 209 -.073 103 028 .839 126
[-H4-SD1 016 267 338 513 -.024 =077 .650 -.189
O-H7-CO4 075 .060 -.061 130 113 120 022 .839

CM : Change Management, PM : Performance Management, WP : Work Experience, WA : Workability,
WAT : Work Attitude, INC : Incentive, SD : Self Development, CO : Communication.
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T2 FAEEA ] 2 vle] A (varimax) ¥ & 24 W ARAL, 72 ] AT,
HoR 895 239 et FEHAT A 82 24 W ‘graE oR HdH:
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(Table 5) Regression Analysis

Model Summary

Model R R Square Adjusted R Square Sith EE; I‘;rir(ia?ef e
1 953 907 866 33359
AVONA
Model z‘ér;ufef d Sl\gszr“e F Sig.
Regression 19.635 8 2454 22.006 .000a
1 Residual 2.003 18 11
Total 21.639 26
Coefficients”
Unstandardized Standardized
Model Coefficients Coefficients t Sig.
B Std. Error Beta
(Constant) 4.607 064 71.768 | .000
Organization's perfomnce managemant |- s 065 750 10463 | 000
m“tgmfggg;’“ security in the 1o g 065 273 3811 | 001
1 Individual's ahility to work -.055 065 -.060 -839 | 413
Individual's work attitude 058 065 064 891 .385
Individual's compliance 221 065 248 3.464 003
Policy support in the organization 399 065 437 6.099 000
Individual’s self-development 048 065 053 138 470
Communication within the organization 072 065 079 1.099 .286

a. Dependent Variable : Information Security Policy Compliance (Average of Work Performance).
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(Table 6) Deriving KPIls for Financial IT Security

. . ighti
Candidate Performance Indicator Rank Effect Welg t1 18
Coefficients
Organization’s performance management and 1 625
measurement ’
Policy support in the organization 2 .399
Managing information security in the orga— 3 29
nization process Positive(+) ’
Individual’'s compliance 4 221
Communication within the organization 072
Individual’'s work attitude ) 058
— Reject
Individual’s self-development 048
Individual’'s work attitude Negative(-) -.035
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